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PROBLEM

As the community of AI/ML practitioners finds exciting new
applications of these techniques we are faced with the challenge of
building software systems whose behavior is dictated by data and code.
Pioneers on these efforts argue that operationalizing ML systems
requires its own engineering discipline (MLOps), and techniques
previously applied to build traditional software systems do not cover
the complexity of this new type of software system built on data. One
exciting real-life application of Al/ML is deploying artificial intelligence
on edge devices. This project aims to understand the following aspects
of bringing intelligence to edge devices

REQUIREMENTS

The requirements we needed to achieve where to create a research
paper on the deployment and monitoring aspect of the application. We
had to design and research the best practices on deploying a machine
learning model onto different edge devices. So, finding the best tools and
resources and researching the ways they are currently being
implemented within previous projects. We also had to design the
monitoring aspect so that if there were issues it could be relayed back in
real time to the team to start working on a solution. So having these
goals in mind we had to design a plan to have a successful deployment.
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4 Deployment

Deployment overview

When developing an application there are cortain steps that munst be taken to ensure the successful outroll of a new
application. When developing thore are a fow great best practices that are nsed throughout the induastry, It starts with
knowing the reguircments, building a design, development, testing, deployment, and maintenance.  This s the gencral
cyele the industry uses for new applications. The first stage is getting the requircments necded from whoover is making
the reguest. This includes the usage of the apps if there are any restrictions and how they need it o be used. Onee all the
requircments are accepted the team would create a design and give i€ back to the reguester and if the design is acceptable
they then move onto the deployvment stage. This is where all the things in the design stop get bailt all while keeping
communication to the requester. Onee development i complete and approved the testing phase beging. Making sure the
application works as designed and making sure there are now security issnes that were missed in development. After these
stares are complete then comes the deployment phase. This stage is key becanse it s where the application is heing.

Deployment types

There are a fow deplovment tyvpes that are regalarly used thronghont the industry. Having it hosted on the cload, on
premises, and a hybrid approach. The first being hosted on the cloud would be using servers that are provided by a thicd
party company and use a pay as vou go approach. When having it deployed in the clond you have all the resources and
bencfits the clond has to offer. Such has nearly endless compute power and storaee as well as the elasticity of having all
the resources on demand.

Clond Deployment A fully cloud deployvment entails the application being fully hosted on a cloud provider. The henefits
that come with being on the cload are the clasticity and the lower upfront cost to @t the application deployed. The clowd
has many tools and resources that assist in reaching edge devices and are scalable to deal with the increased activity,
Fach cloud platform has in house tools as well as third party softwares that can integrate with applications. Since we arc
planning on deploving a machine learning model the compute power of the clond can decrease the time it wonld take to
poet resnlts. The cons of a fully clowd approach is that in some of the wse cases of the application having access to the
internet i3 not possible and wonald render it nseless as of now.

On Promise Deplovment: With an on Promise Deployment the upfront cost of the servers to deploy the application
wonld be higher. The On premise approach wonld be good for government requircments where certain information can not
be stored on a shared server. This approach has been used the longest but there has been a shift to clond infrastructuare.
A lot of the same issues arise hore if the edge deviee can not reach the internct the application would be nseless.
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Uptime

3.6 hours

CURRENT SYSTEM

Currently there are no systems in place that we are trying
to build. Having machine models run on the amount of
edge devices we are trying to achieve has not been done
before. The infrastructure of hosting a model in the cloud
and relaying it to edge devices has been done and have
many examples but there has only been a small subset of
teams that worked on utilizing the resources on edge
devices to make this feasible. By combining all of these
requirements we will be one of the first to have a
deployment such as this.

IMPLEMENTATION

We researched many methods on seeing what type of
infrastructure is needed to deploy this application. We
needed to research all the different options with deploying
it to the cloud as well as to an on-premises environment.
We also had to research different monitoring tools such as
Prometheus to allow the team to have a way to gain insight
to the model they deployed. So, the current projection we
recommend is having the application be deployed directly
onto the edge device and still function without internet
accesses. Storing the data within the edge device and once
the device can communicate with the internet that
information be sent back to the monitoring software which
can also push updates to the application.

SUMMARY

After researching we found that the best means of
deployment would be having a hybrid approach with a mix
of on-premise and cloud infrastructure. The application will
be containerized and installed directly on the edge device
and have means of working with and without the internet.
There will also be a Prometheus supported monitoring
dashboard that will allow us to oversee the results of the
model. As well as having a way to push updates over the air
to the edge devices so they are up to date. There are many
things still to be tested such as having a test device that
would be able to demo this implementation.



